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Nature of security 

Can you tell the difference between security and safety? 

 

 Security timeline 

 Being secure now means that 

 based on past statistics we expect that in the future 

 probability of unwanted incidences will be small 

 and/or the caused damage will be small 
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IT security related terms 
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Positive notions Negative notions 

Protection 
Threat 

Predictable 

Confidential 

Feeling secure 

Reliability 

Trust 

Danger 

Attack 

Defenseless 
Fear 

Assumed security 

Exposed 
Unreliable 

Loss Damage Risk 

Untrustworthiness 
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SDLC, Testing, and its Cost 
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The Software Development Life Cycle 
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Percentage of bugs per phase and costs to fix 
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Costs and Feedback Cycle  
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From vulnerabilities to botnets 

and cybercrime 
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Nature of security flaws 

Security flaws did exist, do exist and will exist... 

 Cannot be fully avoided (cannot ever be 100% sure) 

 Seems to be an eternal cat-and-mouse game 

 So is it worth investing a lot of effort in a useless fight? 

 To guarantee full protection is indeed very hard 

 And needs remarkable investments 

 But doing it right in the first place is "free"  
(90% of incidents stem from known problems!) 

 In addition, effective, cheap and specific protections do exist 

against typical security flaws 

 Nevertheless the current situation is catastrophic 

 It is like driving cars at high speed without  
safety belts fastened... 
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Reasons of difficulty 

 1st reason: It is an unbalanced fight 

Available time and resources of the developers vs. motivation and 

preparedness of hackers 

 

 2nd reason: Security testing is challenging 

Functional testing checks for how the system should work, while in case of 

security it is about how the system should not work 

 

 3rd reason: Weak business motivation by market forces 

Due to the technical difficulties of measuring the level of security, there is 

no real customer enforced competition 

 

 4th reason: End-users suffer from the damage 

Developers are not motivated enough financially 
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From an infected computer to targeted attacks 

 An average end-user may say: “I do not store any valuable data on 

my computer, so why should I care?” 

 Well, they should: effects emerge at a global level today 

 

 Attackers' aims: world-wide spread of malware 

 Direct malicious intent: spyware, adware, ransomware, … 

 Build botnets – networks of zombie machines that they control 

 That are tools to commit wide-scale or targeted attacks 

(SPAM → phishing, cracking cryptography, DDoS, …) 

 

 This is not done for fun any more 

 They make good money: cybercrime is a big business! 

 Even worse: attacking critical infrastructure  

 Cyber war and cyber terrorism are also emerging… 
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2014/2015 in Numbers 
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Biggest Data breaches in 2016 (so far…) 
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Biggest Data Breaches in 2016 

 Anthem (second largest Health insurer in the USA) 

 80 millions accounts were leaked (Names, dates of birth, social security 

numbers, adresses, employment information,…) 

 

 Minecraft (Lifeboat Community) 

 7 millions accounts were hacked (email adresses and passwords) 

 

 Telegram 

 15 million users’ phone number were revealed by a group called 

„Rocket Kitten” from Iran. 

 Telegram was supposed to be HIGHLY secure. 

 

 Others  

 Clinton Campaign, Mail.ru, Adult Friend Finder, Experian, 

Verizon, MySpace (same hacker as LinkedIn) 
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