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Android and iOS security

CL-AIS | Classroom | 4 days

Audience: Android and iOS application developers, architects and testers
Preparedness: General Android and iOS application development
Exercises: Hands-on

As a developer, your duty is to write bulletproof code. However...

What if we told you that despite all of your efforts, the code you have been writing your entire career
is full of weaknesses you never knew existed? What if, as you are reading this, hackers were trying to
break into your code? How likely would they be to succeed?

This advanced course will change the way you look at code. A hands-on training during which we will
teach you all of the attackers’ tricks and how to mitigate them, leaving you with no other feeling than
the desire to know more.

It is your choice to be ahead of the pack, and be seen as a game changer in the fight against
cybercrime.

Outline:

IT security and secure coding

Android security overview

Android application security

Protecting Android applications

i0S security overview

iOS application security

Common coding errors and vulnerabilities
Practical cryptography

Android native code security

Security testing techniques and tools
Principles of security and secure coding

Knowledge sources
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Participants attending this course will:

Understand basic concepts of security, IT security and secure coding
Learn the security solutions on Android

Learn to use various security features of the Android platform

Learn the security solutions on iPhone

Learn to use various security features of i0OS

Learn about typical coding mistakes and how to avoid them

Have a practical understanding of cryptography

Get understanding on native code vulnerabilities on Android

Realize the severe consequences of unsecure buffer handling in native code
Understand the architectural protection techniques and their weaknesses
Get practical knowledge in using security testing tools for i0OS

Get practical knowledge in using security testing tools for Android

Get sources and further readings on secure coding practices

Related courses:

e CL-AND - Android security (Classroom, 3 days)
e (L-AAN - Android Java and native code security (Classroom, 4 days)
e (L-10S -i0S security (Classroom, 2 days)

e CL-CPS - Cand C++ secure coding (Classroom, 3 days)

Note: Our classroom trainings come with a number of easy-to-understand exercises providing live
hacking fun. By accomplishing these exercises with the lead of the trainer, participants can analyze
vulnerable code snippets and commit attacks against them in order to fully understand the root
causes of certain security problems. All exercises are prepared in a plug-and-play manner by using a
pre-set desktop virtual machine, which provides a uniform development environment.

www.scademy.com/courses Developing motivated
training(@scademy.com secure coders



http://www.scademy.com/courses
mailto:training@scademy.com

scademy

secure coding academy
Detailed table of contents

Day 1

IT security and secure coding

» Nature of security
* Whatis risk?
» |T security vs. secure coding

* From vulnerabilities to botnets and cybercrime

= Nature of security flaws

= Reasons Of diffiCUIty .o

= From an infected computer to targeted attacks e
= The Seven Pernicious Kingdoms
= OWASP Top Ten 2017

= OWASP Mobile Top Ten 2016 (release candidate) ’ 4

vel of security, there is

m the damage
inancially

Android security overview

» Android fragmentation challenges
» The Android software stack
= OS security features and exploit mitigation techniques

» The Linux kernel
= User and process separation
= Anonymous shared memory (@ashmem)
= ANDROID_PARANOID _NETWORK kernel option
= SELinux Type Enforcement policies
= SELinux policies
= SELinux policy example —
= Adding custom policy files
= Exercise: compiling and using SELinux policies
= SELinux Role-Based Access Control
= SELinux Multi-Level Security
= Filesystem security
= Filesystems used for external storage
= Filesystem encryption
= Encrypting individual files and external SD cards
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= Dalvik
= Dalvik VM
= \/M Separation
= Zygote
= Bytecode verifier
» Android Runtime (ART)
= ART architecture
= ART backward compatibility
= ART security features
= Ahead-of-time (AOT) compilation
» Deploying applications
= Application signing
= No validation of developer identity
= (oogle’s review process
= Installing using Google Play
= Installing outside of Google Play
= Verify App

Android application security

* Permissions
= Using permissions
= Exercise — using permissions
= Using custom permissions
= Exercise — using custom permissions
= Permissions — best practices

»  Writing secure Android applications
= Activity, Fragment and Service - basics
= Intents
= Implicitintents
= Intent hijacking
= BroadcastReceiver security
= Activity hijacking
= Best practices against activity hijacking
= Sticky broadcasts
= (Content provider
= (Content provider permissions
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« Declared in application’s manifest file
= Users will be prompted to accept it
* But according to surveys 60% of users do not

even know what permissions are

* Granularity was "take it all or leave it"

for long (<6.0)

« Individual permission management is

possible since Android 6.0

* May cause problems for "unprepared" apps
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Protecting Android applications

» Digital Rights Management (DRM)

=  DRM architecture
= Android DRM overview
= (hallenges of DRM protection

= DRM protection without hardware support - hardening

= DRM protection — decrypted content

» Reverse engineering and debugging
= Reverse engineering methods and tools
= Getting the package name
= Reverse engineering exercise

Day 2

iOS security overview

= i0S platform security basics
= Evolution of iOS security features

= i0S architecture
= i0S security architecture

» i0S sandboxing and app interactions
= Sandbox concepts
= TheiOS application sandbox
= TheiOS sandbox directories
= Inter-app communication basics
= Extensions and sandboxing

= Securing data storage
= Data Protection overview
= Key generation and storage
= Disk and file encryption
= Keybags
= Data Protection classes
= Keychain Data Protection classes
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= System-level security

= Encryption / data protection
« App security

= ApplePay -

* Secure services
= Device management o
= Privacy controls —y

* DRM framework APl
= Exposed to applications through the Android appiication

framework
* Runs on the Dalvik VM for standard applications
* Used DRM scheme depends on the device manufacturer

« DRM manager
= Implements the DRM framework
(native code)
* Exposes an interface for Agents Limnss

= To handle rights management e

* To decrypt content

Image source: hiip /ideveloper android com

10 security architecture

* Secure boot and update, Secure Enclave

= Passcode, Keychain pe——"
= Data encryption, keybags o8 o

* Code signing, runtime security
= Data Protection

= Secure Elements. -

Image source: Official O Securty Guide
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Deploying applications
= App verification
= Developer registration
= (Code signing
= Apple's review process
= |llicit 'app store optimization'

iOS application security

i0S permissions

= Using permissions

= Settings — privacy view

4 SinceiOS 5 oy e -
= i0S permissions — compared to Android 4 Maage scosss 1 varois servicss

oss
* Settings > Privacy

= Entitlements vs permissions « Can alowidisallow access o hese

services on an app-by-app basis

= Permissions — best practices e

Writing secure iOS applications

= Privilege Separation

= |local data storage

= Storing local data in the Keychain

= Exercise: managing local data

= Keychain sharing vulnerability due to Apple provisioning
bug

= Developing secure networked applications

= Local file encryption

Protecting applications
= FairPlay DRM for iOS apps
=  Third-party DRM pitfalls
= Obfuscation and encryption
= Securing inter-app communication — URL schemes
Cryptography
= (Cryptography oniOS
Digital Rights Management (DRM)
= DRM architecture
= i0OS DRM overview
= (hallenges of DRM protection
= DRM protection without hardware support - hardening
= DRM protection — decrypted content
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Common coding errors and vulnerabilities

* [nput validation
= |nputvalidation concepts
= Injection
= SQL Injection on Android
= Typical SQL Injection attack methods
= SQL Injection protection methods
= Using parameterized queries in Android
= JSON Injection
» (ross-site scripting
= Mobile Web views
= Dangers of UlWebView
= Android WebView XSS
= XSS prevention
=  Android WebView security best practices

= i0S UlWebView security best practices
= Areal-world vulnerability: Skype for i0S (2011)

* Integer problems

= Representation of negative integers

B INEEEEN OVEITIOW .o

* An arithmetic integer overflow occurs when an integer value
is incremented to a value that is too large to store in the

= Exercise IntOverflow s st )
* Mos! languages /
not prevent this overflow

= Whatis the value of Math.abs(Integer.MIN _VALUE)? * Ty dono even dcate (0.3, o an oceptin)

= Integer problem — best practices
= Avoiding arithmetic overflow — addition

=  Avoiding arithmetic overflow — multiplication

= Java case study
= Areal-world integer overflow vulnerability in Java
= The actual mistake in java.utils.zip.CRC32

= Integer problems in Objective-C
= Integer overflow — Objective-C best practices

= (ase study — Android Stagefright
= Stagefright — a quick introduction

Stagefright - a quick introduction

* "The Android Unicorn” revealed in August 2015

= Some Stagefright code examples — spot the bugs! « Aflects Anroid since 2.2 (Froyo), e n 5.1 (Lotipop)
* Multiple vulnerabilities in the built-in media player
* CVE-2015-1538, 1539, 3824, 3826-3829, 3864

» QOther typical input validation mistakes H - ovenran
= Unsafe reflection e - P it e n
* Implementation of a command dispatcher O isuaanis DR
= Unsafe reflection — spot the bug! - Dot et e et

= Mitigation of unsafe reflection
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Day 3

Practical cryptography

=  Rule #1 of imp|ementing Cr\/ptograph\/ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, * Rule #1 of implementing cryptography
"Don't do it!"
* (ryptosystems < Bk o

= Elements of a cryptosystem
=  Symmetric-key cryptography
= Providing confidentiality with symmetric cryptography

= Symmetric encryption algorithms
= Modes of operation

= Other cryptographic algorithms
= Hash or message digest
= Hash algorithms
= SHAttered
= Message Authentication Code (MAC)
= Providing integrity and authenticity with a symmetric key

Providing integrity and suthenticity with 8 symmetric key &: scademy

= Random numbers and cryptography

= Cryptographically-strong PRNGs
= Hardware-based TRNGs

= Asymmetric (public-key) cryptography
= Providing confidentiality with public-key encryption

= Rule of thumb - possession of private key
= The RSA algorithm
= Introduction to RSA algorithm
=  Encrypting with RSA
= Combining symmetric and asymmetric algorithms
= Digital signing with RSA
» Public Key Infrastructure (PKI)
=  Man-in-the-Middle (MitM) attack
= Digital certificates against MitM attack
= C(Certificate Authorities in Public Key Infrastructure
= X.509 digital certificate

www.scademy.com/courses Developing motivated
training@scademy.com secure coders



http://www.scademy.com/courses
mailto:training@scademy.com

scademy

secure coding academy

» Cryptography on Android

Java Cryptography Architecture / Extension (JCA/JCE)
Using Cryptographic Service Providers

Engine classes and algorithms

Cryptographic Service Providers in Android

Exercise Sign — Generating and verifying signatures

Android native code security

= Buffer overflow possibilities in Android

= ARM machine code, memory layout and stack operations

ARM Processors — main registers

ARM Processors — most important instructions
ARM Processors — control instructions

ARM Processors — stack handling instructions
ARM Processors — condition field
Understanding complex ARM instructions

The function calling mechanism in ARM ...,

The local variables and the stack frame

Function calls — prologue and epilogue of a function
Stack frame of nested calls

Stack frame of recursive functions

= Buffer overflow on the stack

Classic buffer overflow on the stack
Exercises — trying to exploit a buffer overflow

Stack smashing protection in Android.........ccocvrniiniiniininnin,

Effects of stack smashing protection

Bypassing stack smashing protection

Lack of source checking

CVE-2011-1823 in vold's method — Spot the bug!
Exercise — vold vulnerability

Exercise — vold vulnerability exploit analysis
WWW exploit with .got overwrite

Exercise — overwrite .got with write-what-where

» Protection techniques — ASLR, XN, RELRO, ...

Address Space Layout Randomization (ASLR)
Randomization with ASLR

Access Control on memory segments

The Never eXecute (NX) bit

Read-only relocation and immediate binding — RELRO

www.scademy.com/courses
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Stack smashing protection in Android

= Stack smashing protection is in

place in Android since early

overwriting this value
» This can be detected and retuming
to a malicious code can be prevented!
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= Bypassing ASLR, XN, RELRO and stack protection
= Information leakage

= Spotthe bug

= Exercise — exploit information leakage

= Spotthe bug

= Use after free — Dangling pointers

= Use after free — Instance of a class

= (String class

= |nformation leakage with use after free ..., p——

= Exercise — information leakage with use after free * T cstringdasesands backin store g using e
. . . « After freeing the original cString class a new instance may

= Exercise — control information |eakage allocate the freed cstring as the string buffer

« In this case the dangling cString instance will point to the
by the attacker in the new string

of now

Day 4

Common coding errors and vulnerabilities

» Improper use of security features
= Typical problems related to the use of security features
* Insecure randomness
=  Weak PRNGs in Java
=  Exercise RandomTest
= Using random numbers in Java — spot the bug!

* Password management

= Exercise — Weakness of hashed passwords

management and storage

= Password management and storage

* Hashed passwords are still vulnerable to

= Special purpose hash algorithms for password storage < Pasostit osesbes bl ners ok
= Dictionary attacks
= Argon2 and PBKDF2 implementations in Java e e P ke
. . . = Supported by pre-computed Rainbow tables
=  bcrypt and scrypt implementations in Java o Boslorctcas
= Enforce password policy (even better: use passphrase)
= Password hash implementations on Android e AN

=  KitKat changes concerning SecretKeyFactory

= Password hash implementations on i0S

= (ase study - the Ashley Madison data breach
= Signing and integrity protection weaknesses

= Instagram vulnerability

= Multiple file names in an APK
= Access control weaknesses

= \ulnerability in Skype for Android

= \ulnerability in Firefox for Android

= Google Wallet vulnerabilities

= Storing sensitive data on i0S
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» Improper error and exception handling

Typical problems with error and exception handling

Errors vs exceptions
Empty catch block
Overly broad throws

Overly broad catch

Using multi-catch

Catching NullPointerException

Null pointers in Objective C

Catching NullPointerException
Exception handling — spot the bug!
Exercise ScademyPay — Error handling
Exercise — Error handling

» (Code quality problems

Dangers arising from poor code quality
Poor code quality — spot the bug!
Unreleased resources

Private arrays — spot the bug!

Private arrays — typed field returned from a public method

Exercise Object Hijack

Public method without final — object hijacking

Serialization — spot the bug!
Exercise Serializable Sensitive
Immutable String — spot the bug!
Exercise Immutable Strings
Immutability and security

Type mismatch — Spot the bug!

Security testing techniques and tools

» Testing Android code

General testing approaches
Testing Android code

Android Lint

Android Lint — Security features
Lint exercise

PMD

PMD exercise

FindBugs

FindBugs exercise

www.scademy.com/courses
training(@scademy.com

= ... and when the error dos
exception

es happen, the program loses the
and makes it harder to detect the cause of the problem

Developing motivated
secure coders


http://www.scademy.com/courses
mailto:training@scademy.com

scademy

= Testing oniOS
= OCLint
= (CppCheck

Principles of security and secure coding

» Matt Bishop's principles of robust programming

» The security principles of Saltzer and Schroeder

Knowledge sources

= Secure coding sources — a starter kit

= Vulnerability databases

» Java secure coding sources

» Android secure coding sources

= i0S secure coding sources (@ Apple Developer
» Recommended books — Java

» Recommended books — Android

=  Recommended books —i0S
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